
Efficient Pseudorandom Correlation Generators: Silent OT
Extension and More (BCG+19b)

想法概述：

在MPC中经常⽤到correlated randomness，譬如OT，但是有效率瓶颈，尤其是communication和
storage。 
那么想法就是把⼀部分转化为local计算，这样online计算时communication就会减少。

PCG的直观想法和安全性： 
A dream goal would be to replace this source of correlated randomness with short correlated
seeds, which can be “silently” expanded without any interaction to produce a large amount of
pseudorandom correlated randomness. This process should emulate an ideal process for
generating the target correlation not only from the point of view of outsiders, but also from the
point of view of insiders who can observe the correlated seeds. We refer to such an object as a
pseudorandom correlation generator, or PCG for short

有很多种在MPC中有⽤的correlated randomness：

oblivious linear-function evaluation (OLE) correlations
vector OLE (VOLE) correlation
subfield VOLE （sVOLE）
multiplication triples (also known as “Beaver triples”)
one-time truth tables （OTTT）
在（BCG+20）中还会讨论很多authenticated版本的correlation
⼀些generalized概念：bilinear correlation、degree-d correlation

之前的⼯作的构造绝⼤部分都是从实⽤的⻆度讲不⾼效的，⼀个还可以的例⼦就是（BCGI18）也是本
⽂最主要的参考⽂献。

In particular, there was no prior approach (even a heuristic one) for constructing a concretely
efficient PCG for OT correlations.

本⽂⼯作概述：

给出⼀个PCG的定义，并且排除掉最直观的最显然的⼀种simulation-based定义，因为这种定义是
⽆法达成的。

Unfortunately, we show that such a definition is impossible to realize even for simple
correlations. Intuitively, the impossibility follows from the fact that in the real distribution k  b



“explains” the output of the honest party in an efficiently verifiable way, whereas such an
explanation of  cannot be generated from  in the ideal distribution.

本⽂给出的PCG定义也不是万能的，但是提出⼀种MPC protocol with stronger security
requirement，可以plug-and-play的使⽤我们定义的PCG。概括来说，是允许adversary⾃⼰选取⾃
⼰的randomness然后发送给honest party他根据correlation选取的randomness。

It fortunately turns out that natural MPC protocols in the preprocessing model already
satisfy this stronger security requirement.

PCG和HSS相互蕴含
In particular, HSS for general circuits implies PCG for all additive correlations, which include
most of the useful MPC correlations as special cases. (This is only a feasibility result, which
does not directly imply concretely efficient constructions.)

本⽂最主要结果之⼀：“the first concretely efficient construction of PCG for the oblivious transfer
(OT) correlation”。除了⽤了LPN-assumption，还⽤了correlation-robust hash function in a black-
box way, 这个hash实际中可以⽤general-purpose hash function or block cipher实现)

we obtain a silent OT extension protocol that generates  pseudo-random OT instances
using a small number of OTs, with a total of  bits of communication for any .
This should be compared with existing OT extension protocols [Bea96,IKNP03] that do not
require the LPN assumption but where the communication complexity is bigger than .

很⾼效：Concrete Efficiency. Our LPN-based PCG for OT is very attractive in terms of concrete
efficiency, and we expect it to outperform state-of-the-art OT extension protocols [IKNP03,
ALSZ13,KK13] in settings where communication is the bottleneck.
⼀些其他的2-party correlation 构造（基于各种各样的assumption）:

PCG for Constant-Degree Polynomials from LPN.
The main caveat is that even for generating simple degree-d correlations, such as 
Beaver triples , the computational complexity of Expand is bigger than ,
much slower than our PCG for OT

PCG for One-Time Truth Tables from any PRG.
We present a very simple PCG for authenticated OTTT using only a distributed point
function (DPF) [GI14,BGI16b], which in turn can be efficiently constructed from any
pseudoran- dom generator (PRG). This PCG follows naturally from a building block of
the silent OT extension construction. It compresses the storage cost of an
authenticated OTTT from  bits down to  bits, for a table of size n

PCGs from Homomorphic Secret Sharing: 
给出 practically feasible PCG for OLE and (authenticated) Beaver triple correlations(which
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are useful for arithmetic MPC protocols such as SPDZ [DPSZ12]). 在这些构造中所⽤的HSS
基于 ring-LWE [BGV12, DHRW16, BKS19] and the BGN (pairing-based) cryptosystem
[BGN05,BGI16a,BCG+17]. To expand the seeds, we rely on a multivariate quadratic (MQ)
assumption based PRG, which limits the stretch to sub-quadratic, but allows for reasonable
computational efficiency. 虽然这种相对于silence-OT 很慢，但是有⼀个优势：可以构造multi-
party correlation.

PCG for multi-party correlation: 

各种PCG构造的总结表格：

各个section之间关系结构：

1. section2: technical overview
2. section3: Preliminary
3. section4: PCG definition and foundational results
4. section5: 构造silence OT extension 以及⼀些其他应⽤（如NIZK）
5. section6: LPN-based construction of PCG for general constant-degree correlations
6. 从section4.4的基于PRG构造PCG的⼀般⽅法， 
到section7.3和7.4中基于group/lattice的HSS构造更复杂correlation。



7. section8: 基于programmable 2-party PCG构造multi-party PCGs for simple bilinear correlations

Preliminar：

Notation:

Funciton Secret Sharing (FSS):

安全性的直观：除了 的输⼊和输出⼤⼩，key computationly 隐藏 。 
⼀个重要性质：某些情况下evaluation的输出有伪随机性： 

f f



两个特殊的FSS：

1. distributed point functions（DPF）：可以由PRG构造： 

2. multi-point function secret sharing（MPFSS）： 

可以直接把t个DPF加在⼀起构造，也可以⽤“batch code”加速，⻅（BCGI8）。

Homomorphic Secret Sharing（HSS）：

理解为FSS的对偶版本，或者secret sharing版本的FHE。 
我们⼀般只关⼼这样的HSS： low-degree multivariate polynomials on shared input vectors 
安全性直观：有evaluation key和share可以隐藏输⼊x。 
环 是内蕴在security parameter  中的，元素的bit-length⾄多多项式于 。 R λ λ



Learning Parity with Noise（LPN）：

参数都是 的函数，并且computational indistinguishable也是基于 定义。 
接下来我们集中考虑error为固定hamming weight的分布情况的LPN： 

λ λ



注意到，如果q和r的选择使得k个随机变量⼤概率都没有error，那么就可以⽤⾼斯消元法求解，所以⼀
般要求 。 

注意，要保证安全，必须overwhelming probability H满秩，否则输出有线性关系。 
regular-LPN or regular syndrome decoding problem or regular error distribution: 把整个error向量平分
成若⼲块，每块有且仅有⼀个随机的位置有error。

Pseudorandom Correlation Generators 定义：

结构：

1. section4.1: PCG的正式定义
2. section4.2: 说明simulation-based定义虽然可以⽤在任何的MPC中，但是不能实现。
3. section4.3: 我们的定义可以在某类加强安全性的MPC中使⽤，事实上被⾃然的MPC所满⾜
4. section4.4: two-way relation between PCGs for a useful class of “low-degree correlations” and

HSS for low-degree polynomials

定义：

q = O(k)



安全性的直观理解：adversary得到⾃⼰⼿中的randomness后⽆助于得知另⼀个⼈的randomness，除
了知道是correlated的。

带有setup的PCG：⼀个准备阶段，可以在多次PCG instance中使⽤： 



Multi-Party Setting：定义完全相同： 

Simulation-Based 定义的不可⾏性：

直观想法：理想是每个MPC protocol中的correlated randomness我们都可以直接⽤seed⽣成的CR代
替。但是我们考虑⼀个最简单的protocol，第⼀个⼈⽣成CR ，然后直接把 给第⼆个⼈，如

果我们直接换成第⼀个⼈generate两个seed ，那么simulation就相当于知道 后找到 , 这样
是有悖于正确性的：

Simulating the above protocol given only the output R1 corresponds to finding a short seed k1
that can be (deterministically) expanded to R1. If the entropy in the second output of C exceeds
the seed-length |k1|, such a compression violates correctness, as it could be used to distinguish
R1 from a string that is indeed chosen via C.

引⼊必要的新概念，Yao Incompressiblity Entropy： 
直观理解：对分布的输出可以压缩到什么程度的度量：

More precisely, Yao incompressibility entropy [HLR07,Yao82] is a measure on how well outputs of a
distribution can be compressed on average, when the compressing and decompressing algorithms
are required to be efficient. For example, a pseudorandom bit string of length l has Yao
incompressibility entropy l. 
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新定义的使⽤：

我们的PCG可以直接使⽤在含有弱形式CR的protocol，其中corrupted⼈可以影响他们的输出 
具体地说，我们要实现如下的functionality，其中corrupted party可以选择⾃⼰的output，然后honest
party根据这个输出做reverse sampling： 



⼀个例⼦是random OT，问题：random OT和普通OT的关系？

由HSS构造PCG：

想法是把PCG和HSS混合在⼀起。这⾥主要考虑additive correlation： 

主要的问题是效率，因为已知的⽐较⾼效的HSS都只针对于很有限的函数类，所以我们需要精⼼的选取
PCG和HSS，这⼀问题将在section 7阐述。



下⾯是formalized定义：

⾸先是⼀种推⼴化的PRG： 

其次是⼀种additive correlation： 

再是HSS的⼀种性质，⼤意为每个party的输出为伪随机的： 

然后就是我们的构造：

定理陈述和证明，⼀步步根据各种性质演变过去：



基于LPN的silent OT-extension：

这部分给出sublinear communication complexity⽣成n个random OT的protocol。 
⾸先微调（BCGI18）的构造得到correlated OT，然后⽤（IKNP03）的OT extension protocol，得到⼀
个random OT的PCG。然后⽤（Ds17）安全地⽣成seed，最终就有sublinear OT extension。

构造sVOLE的PCG：

subfield vector oblivious linear evaluation (sVOLE)定义： 



记号说明：

具体构造：

定理陈述和证明：





根据subfield VOLE可以构造correlated OT（ -OT），就是⼀种sender的数组两个数差值为定值的
OT，在很多practical MPC中有实际的⽤处。事实上，取域为⼆元域， 再交换sender和receiver的地
位，就可以得到。

还可以⽤于构造矩阵乘法，把乘法作为tensor product展开成分量就是矩阵形式。 

PCG for random OT：

Δ



上⾯的sVOLE可以给出correlated OT，我们使⽤（IKNP03）的OT extension技术，使⽤特别的hash函
数可以将correlated OT转变为random OT。

使⽤的⼀种重要⼯具：Correlation Robust Function： 
在[GKWY19]中, 他可以⽤ fixed-key AES modeled as a random permutation 来实现当p = 2时。 

主要的构造：

主要的定理和证明：



最后⽤（Ds17）的distributed point function，得到random OT的整体实现，并分析复杂性： 

PCG for Constant-Degree Correlations from LPN：



先给出⼀个Bilinear correlation的构造（是constant-degree correlation的⼀种特例）

More precisely, we consider the following type of additive correlations: the party  receives
pseudorandom vectors  such that , where  is a bilinear
function.

事实上，每个⼈掌握⼀个input和把input share给两个⼈是等价的：

the general case (where the inputs are shared as well) can be obtained in a blackbox way using
two parallel calls to the PCG for these restricted forms of bilinear correlations

We demonstrate this with the construction below, where BCG_s denotes a
pseudorandom correlation generator for general bilinear correlations, and BCG denotes a PCG for
restricted bilinear correlations. ⿊盒证明如下： 

总体思路：（from BCG+20） 
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Bilinear Correlation的构造： 

效率分析：

效率不⾼的主要问题和优化⽅法：（from BCG+20） 



推⼴到任意次数的Constant-Degree Polynomial Correlations： 
通过把share对象改为⾼维的tensor product，可以同样的获得⾼次多项式的share。具体地： 

总结⼀下就是：

基于Groups和Lattices的PCG构造：

这⼀部分的出发点是section 4.4的基于HSS构造PCG。 
我们要给出好⼏种CR的构造，具体地说，PCGs for the generation of bilinear correlations from groups,
and PCGs for so-called authenticated Beaver triples from lattices.



⾸先给出两个我们要⽤的好的PRG：

基于MQ： 

tip：MQ被认为是⼀个⽐较安全的assumption，（in particular, the pseudorandomness of the MQ-
based PRG reduces to the conjectured one-wayness of solving a random system of quadratic
assumptions [BGP06]），尽管多变量公钥体制经常被构造然后攻破，但是似乎现有的攻击表明对多变
量加密体制的攻击并不规约到对MQ的攻击。

基于LPN： 

Group-Based PCG for Bilinear Correlations

⽅法概述：

由于group-based都是有错误概率的，所以我们构造⼀种有错误概率的新型的PCG：Sanitizable Bilinear
Correlation Generator，再定义⼀种新型的HSS，也是有错误概率的：Las Vegas Homomorphic Secret
Sharing，还有⼀种share的⻓度有上界的HSS： -Compressible HSS。

然后我们可以构造BCG（Bilinear Correlation Generator）from LPN and Degree-2 CHSS： 

(D, comp)



还可以构造Sanitizable BCG from LPN and Compressible Las Vegas HSS. 
现在就差给出其中的CHSS了。

下⾯我们考虑其中的HSS的构造：Group-Based HSS for Bilinear Functions。 
以及ElGamal cryptosystem over composite-order pairing-friendly elliptic curve的⼀个变种：BGN-EG
Cryptosystem。 
接下来我们可以从BGN-EG构造Compressible HSS：我们说group-based HSS可以改造成
compressible HSS。（这⼀步⼤概是这个section的核⼼） 
具体地说我们得到：

综上所述我们得到最终：

定义 Sanitizable Bilinear Correlation Generator：

直观：除了多项式倒数概率，correctness保持，并且parties可以检测何时⼀个输出⼤概率不正确，知道
错误输出的位置后可以在sanitization phase中⽤⼀个⽐较⾼效的算法清除这个错误，⽤某种⽅式(such
as punctured OT [BGI17] or leakage-absorbing pads [BCG+17])。 
其中setup步骤主要是⽣成seed中可重复使⽤的部分(包括public and secret parameters)。 



定义 Las Vegas HSS：

就是有错误概率的HSS。 



定义 compressible HSS for a family of distributions D (CHSS)：

输⼊是从⼀个分布D中来的，并且share的⼤⼩ is upper-bounded by comp(λ,n), comp 称为
compression ratio。 



由LPN和Degree-2 CHSS构造PCG ：

准备：

构造：

定理陈述和证明：





由LPN和Compressible Las Vegas HSS构造Sanitizable BCG：

⽅法和上⾯⼀样，只需注意⼀个⼩区别：按照定义，Las Vegas HSS是对于整个输出有⼀个整体的失败
概率，⽽sanitizable BCG对于每个输出都有⼀个flag（因为我们要挑出错误的输⼊然后改正），事实上
这没有本质区别：

This is essentially a syntactic difference: existing construction of Las Vegas HSS can easily be
modified to output a flag for each output bit. In the formal construction of sanitizable BCG from
Las Vegas HSS, it suffices to apply the Las Vegas HSS independently for each functions 
outputting the ith bit of the target bilinear correlation, to get independent failure flags for each
output bit.

Group-Based HSS for Bilinear Functions:

Below, we briefly recall the HSS scheme of [BGI16a], taking into account the optimizations for bilinear
functions of [BCG+17].

记号：

⾸先，对于有限群的元素，有⼏种encoding： 

f  i



现在，显然可以locally计算线性函数，为了计算degree-2 polynomials，我们希望计算乘法，⽅法如下
（类似pairing-based encryption）： 

（Convert算法在P54上部）

把Pair和Convert结合起来就得到Mult乘法，但是输出不是level1或level2的encoding，所以只能做双线
性，不能更⾼度数函数：

The BGN-EG Cryptosystem



BGN 是⼀种基于椭圆曲线群的pairing-based加密，可以同态计算⼆次多项式。 
我们⽤的是Freeman的版本[Fre10]的简化版。

The Boneh-Goh-Nissim cryptosystem (BGN) was introduced in [BGN05]. It is a variant of the
ElGamal cryptosystem over composite-order pairing-friendly elliptic curve, which allows to
homomorphically compute any degree-2 polynomial on encrypted plaintexts, provided that the
output is of polynomial size (as decryption requires computing a discrete logarithm).

具体加密算法：

准备过程：

加密步骤：

正确性、安全性、线性同态、如何实现乘法同态：



Compressible HSS from BGN-EG：

输⼊⽐较稀疏，（with sparse structure），然后level1和level2的encoding可以压缩。 

改进上⾯的BGN-EN，实现乘法的additive share： 

对level1的压缩： 



对level2的压缩： 



结合以上结果：

得到DDH-based CHSS： 



再代⼊到上⾯的LPN-based BCG，得到： 

PCG from Lattices

这⼀部分扩展到任意次数有界多项式的correlation。 
作为⼀个具体情况，我们考虑authenticated Beaver triples。



In this section we give a lattice-based PCG construction for any family of polynomials of
bounded degree over large finite fields, extending the results of the previous sections to more
general correlations. As a use-case we consider the generation of authenticated Beaver triples

何为authenticated Beaver triple？：

[BCG+19b]： 

for some fixed MAC  
[BCGI20]: 

（问题：所以这两个⽂章到底讨论的是不是⼀个correlation？这个alpha要不要share？）

基于的PRG和HSS：

The assumptions we build on are the sparse MQ-assumption discussed in Section 7.1 and the
ring-version of the learning with errors assumption

关于BGV2（(Leveled) fully homomorphic encryption without bootstrapping.）: 

α ∈ Z



其中LWE和RLWE的介绍： 



PCG from Somewhat Homomorphic Encryption

想法是：⾸先从⼀个⽀持分布式解密的somewhat homomorphic encryption可以构造出HSS，然后套⽤
之前的PRG+HSS⽅法论：

As observed in [DHRW16, BKS19], from a somewhat homomorphic encryption scheme which
supports distributed decryption one can construct a homomorphic secret sharing scheme.



定义Depth-d Somewhat Homomorphic Encryption with Distributed Decryption： 

套⽤PRG+HSS⽅法论，就得到protocol和结论： 



然后具体地，我们采⽤BGV encryption scheme [BGV12]得到： 

效率

实际使⽤Beaver Triple时，我们需要⼀次⽣成⼀⼤堆Beaver triples（？）所以lattice-based很
practical。 
为了达到这个⽬的我们可以使⽤ciphertext packing技术 

最后我们分析效率（communication和computation）： 





Multi-Party PCG for Bilinear Correlations

给出⼀类bilinear correlation的构造，可以延伸到很多种CR。

In this section, we construct multi-party PCGs for a useful class of bilinear correlations,
capturing M-party OT, M-party vector OLE, M-party Beaver triples, and more.

给出的是⼀种从2-party到M-party的⽅法，但是重要的是，要满⾜“programmability”性质，⼤意是说可
以反复使⽤输⼊不减弱安全性。

Our construction approach provides a semi-generic transformation from any PCG for the
corresponding 2-party bilinear correlation that satisfies an additional “programmability” property.
Roughly, this property requires a way of “reusing” inputs across instances without compromising
security. The -party construction will leverage this structure by executing 
pairwise instances of the underlying 2-party PCG, for all the “cross-terms.”

特别的，我们所⽤的，满⾜这个programmability的PCG有： 
– M-party VOLE: From lightweight DPF and LPN, leveraging the 2-party VOLE generator of [BCGI18]. 
– M-party OT / Beaver triple: From group-based or lattice-based HSS, leveraging our 2-party PCGs
from the previous sections.

2-party simple bilinear correlation定义： 

M M(M − 1)



它蕴含着很重不同的CR： 

multi-party 版本定义： 

Programmability性质的定义： 

最终结论：



该定理的证明：





有什么2-party PCG满⾜programmability？： 


